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Abstract

The article presents a framework that highlights the relationships between
key aspects related to digital transformation through blockchain in the con-
text of Higher Education Institution management. We developed this frame-
work using the Design Science Research methodology, which involved three
validation phases and 23 interviews. A total of 16 key aspects were identified,
namely: IT Governance, change mapping, internal and external motivations,
organizational culture, change in value creation, structural changes, financial
aspects, digital strategies, regulatory frameworks, adoption of technologies,
types of approach (student and/or institution-centered), safety standards,
interoperability of transactions, auditability, authenticity, and decentraliza-
tion. This study contributes not only to the identification and description of
these key aspects within the context of Higher Education Institutions but also
to overcoming the traditional teaching/learning approach when it comes to
the adoption of technologies in Higher Education Institutions, including ele-
ments for their organizational management.

Keywords: Blockchain; Digital Transformation; Higher Education Institu-
tions; Design Science Research.

Resumen

El articulo presenta un framework que resalta las relaciones de los aspec-
tos clave relacionados con la transformacién digital a través de blockchain
en el contexto de la gestién de Instituciones de Educacién Superior. Se desa-
rrolld este framework utilizando la metodologia de Investigacidn en Ciencia
del Disefio, que implica tres fases de validacién dentro de 23 entrevistas. Se
identificaron un total de 16 aspectos clave, a saber: IT Governance, mapeo del
cambio, motivaciones internas y externas, cultura organizacional, cambio en
la creacion de valor, cambios estructurales, aspectos financieros, estrategias
digitales, marcos regulatorios, adopcién de tecnologias, tipos de enfoque
(centrado en el estudiante y/o en la institucion), estdndares de seguridad, in-
teroperabilidad de las transacciones, auditabilidad, autenticidad y descentra-
lizacidn. Este estudio contribuye no solo a la identificacién y descripcion de
estos aspectos clave orientados al contexto de las Instituciones de Educacion
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Superior, sino también a la superacion del enfoque de ensefianza/aprendiza-
je cuando se trata de la adopcidn de tecnologias en las Instituciones de Educa-
cion Superior, incluyendo elementos para su gestiéon organizacional.

Palabras clave: Blockchain; Transformacion Digital; Instituciones de Educa-
cion Superior; Investigacion basada en el disefio.

Introduction

Changes linked to digital technologies that enable new ways of thinking and con-
ducting business are transforming organizations (Olleros & Zhegu, 2016). Thus,
there is a perceived need to strategize, optimize processes, digitize products and
services, and innovate business models (Hess et al., 2016). These contextual changes
generate greater adherence to various initiatives mediated by digital technologies
(Westerman et al., 2014; Bharadwaj et al., 2013; Marks et al., 2020), which have the
potential to transform organizations while enhancing their competitiveness (Vial,
2019; Bharadwaj et al., 2013; Karimi & Walter, 2015; Matt et al., 2015). Among recent
technologies, blockchain has the potential to significantly impact society, including
driving digital transformation in organizations (White, 2017).

In this context, Higher Education Institutions (HEIs) have begun investing in
blockchain technology to enhance digitization and security in processes, particu-
larly to facilitate management and access to students’ academic documents (Kam &
Katerattanakul, 2010). In Europe and United States, projects focusing on the digital
transformation of HEIs through blockchain technology are underway (Yakovenko
et al,, 2019). In 2019, the Community University of Chapecd (Unochapecd) in Brazil
launched a project that adopted blockchain technology for storing class diaries, en-
suring data integrity, traceability, and inviolability (Unochapecd, 2019).

Therefore, a promising scenario is emerging for HEIs, where blockchain technol-
ogy enables the digital transformation of educational processes, despite the field be-
ing relatively nascent (Bhaskar et al., 2020). Simultaneously, research is necessary to
understand the aspects involved in blockchain technology adoption related to digital
transformation in education (Loukil et al, 2021). Recent studies have highlighted the
growing interest in implementing blockchain solutions in higher education. For ex-
ample, Gottlieb (2024) identifies new scenarios for blockchain in HEI management,
emphasizing its role in secure data sharing and the democratization of academic
credentials. Bravo-Jaico et al. (2025) demonstrate that blockchain, alongside AI and
other technologies, has been driving digital transformation by improving data man-
agement and institutional processes.

Furthermore, recent reviews underscore blockchain’s capacity to foster collab-
oration, enhance transparency, and support the development of decentralized ac-
ademic infrastructures (Kayanja, 2025; Toader et al., 2023). Given these growing
interests and knowledge gaps concerning the adoption of blockchain in HEI digital
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transformation processes, further research is needed. So, the guiding question of
this article is: What are the key aspects that should be considered in this process?

We adopted the Design Science Research (DSR) methodology, grounded in the con-
ceptual foundations of digital transformation and blockchain technology, combined
with the empirical data gathered from technology professionals and HEI managers.
As a theoretical contribution, this article identifies and describes the key aspects re-
lated to digital transformation through blockchain in the context of HEIs, which are:
IT Governance, change-mapping, internal and external motivations, organizational
culture, change in value creation, structural changes, financial aspects, digital strat-
egies, regulatory frameworks, adoption of technologies, types of approach (student
and/or institution-centered), safety standards, interoperability of transactions, au-
ditability, authenticity, and decentralization.

Regarding managerial contribution, we have developed a tool that outlines a
course of action from macro to micro levels, serving as managerial support for fu-
ture demands involving the digital transformation of HEIs via blockchain. This tool
serves as a guide or mental map, indicating the key aspects to be analyzed by HEI
managers in each specific context. It emphasizes the significance of the “Type of
Approach” aspect, which, although contextualized in terms of ‘students’, can be re-
framed as ‘clients/users’, thereby complementing the proposition by Janssen et al.
(2020), which encompasses aspects of process changes, institutional factors, market
factors, and technical factors influencing blockchain technology adoption.

Theoretical Framework
Digital Transformation

Digital transformation can be considered both a social phenomenon and a rede-
sign of business models (Stolterman & Fors, 2004; Zhu et al., 2006; Berman, 2012)
with the potential to radically improve organizational performance (Westerman et
al., 2014). Digital technologies underscore the significance of information, data, and
knowledge as essential components of daily activities (Zimmermann et al., 2018).
Digital transformation is a process in which digital technologies create disruptions,
triggering strategic responses from organizations to alter their value creation paths,
while requiring management of structural changes and organizational barriers
(Vial, 2019), and a pursuit of organizational flexibility, agility, and responsiveness
(Chew, 2013).

Matt et al. (2015) proposed a conceptual framework for digital transformation
that includes financial considerations, structural changes, shifts in value creation,
and the adoption of technology. Additionally, the assessment of technology adoption
addresses the IT role alongside organizational responses, as an organization’s focus
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may shift based on planning and internal acceptance of new digital technologies
(Matt et al., 2015; Hess et al., 2016; Stief et al., 2016).

The adoption of new technologies establishes precedents that lead to changes in
how organizations create value (Matt et al., 2015). Adopting new technologies and
altering value creation necessitate structural changes to build a solid foundation
for new operations (Matt et al., 2015). This dimension encompasses the responsi-
bility required for digital transformation, decisions regarding the integration of
existing structures and activities, the development of new capabilities and compe-
tencies, and the operational changes expected during the process (Berman, 2012;
Hess et al., 2016). However, these dimensions lead to disruptive changes, particu-
larly when financial considerations are taken into account (Karimi & Walter, 2015).
This occurs as a result of significant investments in new technologies and the need
to balance funding across existing organizational activities (Matt et al., 2015; Stief
et al., 2016).

As a catalyst for organizational change, digital transformation progresses through
two fundamental stages. First,leadership awareness and meaning-making regarding
the change process shape a culture oriented toward digital transformation. Second,
the formulation of digital strategies, which encompasses defining characteristics,
setting objectives, and developing procedural measures aimed at successful adap-
tation to anticipated changes (Serna et al., 2010; Kane et al., 2015; S& & Serpa, 2020).

In the context of HEIs, there is a trend toward the adoption of various technologies
to drive digital transformation (Jacociunas et al., 2024). Thus, information and com-
munication technologies are being leveraged to enhance management of students’
records and access to academic documentation (Kam & Katerattanakul, 2010). This
gradual change in higher education was accelerated by the onset of the COVID-19
pandemic (Sa & Serpa, 2020). Therefore, successful transformation requires not only
the adoption of digital technologies but also the engagement of the entire education-
al management process (Benavides et al., 2020).

The primary focus of digital transformation initiatives has been on learning (Be-
navides et al., 2020; Gasevic et al., 2015; Skulmowski & Rey, 2020), though initiatives
targeting academic management also exist (Kam & Katerattanakul, 2010). Neverthe-
less, Fernandez et al. (2023) concluded that HEIs are still at an early stage of digital
maturity.

Blockchain Technology

Blockchain is a digital ledger that enables data sharing and maintains a history of
executed transactions (Cheng et al., 2018; Bhaskar et al., 2020; Verschoore et al.,
2021). Its main features include immutability, as all transactions are permanent
and irrevocable; decentralization, since transactions are recorded on a public led-
ger accessible to any network node; consensus verification, whereby each block is
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independently verified; and transparency, with all transactions accessible to rele-
vant parties (Sultan et al., 2018).

In the context of digital transformation, blockchain technology is used to manage
organizational processes, interactions and facilitate secure data sharing. However,
according to Hughes et al. (2019), it is crucial for organizations to first understand
the problems they face before determining whether blockchain solutions effectively
address these issues. As digital transformation drives organizational changes, com-
panies should undertake holistic socio-technical transformation, update business
processes and engage in ongoing dialogue with stakeholders (Mori, 2016; Legner et
al.,, 2017). In this sense, Imgrund et al. (2018) emphasize the need for comprehen-
sive security standards, guidelines and rules to mitigate the risks posed by emerg-
ing IT threats and to preserve the integrity of transacted data and information
(Benavides et al., 2020). Risk management helps organizations identify infrastruc-
ture vulnerabilities and inherent threats (Casino et al., 2019; Imgrund et al., 2018;
Janssen et al., 2020).

When implementing blockchain technology, prioritize interoperability and au-
ditability. Interoperability automates processes to overcome technological diversity,
while auditability ensures transaction transparency and traceability. The inherent
features of blockchain — transparency and immutability — ensure that all records
are fully auditable (Casino et al., 2019; Viriyasitavat & Hoonsopon, 2018; Janssen et
al., 2020).

In HEISs, blockchain enables the education system to align more closely with de-
velopmental needs associated with the shared and digital economy model (Duan
et al., 2017). According to recent research, implementing this technology enables
the creation of an immutable, distributed, auditable and secure database, stream-
lining the issuance and validation of certificates (Gartner, 2019; Di Francesco
Maesa & Mori, 2020). Moreover, redesigning online courses with blockchain tech-
nology can improve both teaching quality and trust in the online education system
(Min & Bin, 2022).

Across Europe, Asia, and the US, blockchain technology is notable for its capacity
to track learning and reduce document forgeries (Yakovenko et al., 2019; Sun et al,,
2021). In Brazil, research in the HEIs context has focused on diploma registration
and validation, as the Federal University of Paraiba (UFPB), which aims to provide
Brazilian federal universities with a system for registering certificates on a block-
chain and enabling external organizations to verify document authenticity (Costa et
al., 2018). Blockchain has also been utilized for storing class diaries, enhancing data
integrity and traceability, as demonstrated in a project at Universidade Comunitaria
da Regido de Chapecé (UNOCHAPECO) in southern Brazil (Unochapecd, 2019).

According to Loukil et al. (2021), the benefits of adopting blockchain in HEIs
include increased accountability and transparency, enhanced protection and
verification of credentials and certificates, improved data access control and iden-
tity authentication, better management of student records, and the preservation
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of privacy, along with increased student interactivity. Additional benefits include
cost reductions, greater transaction efficiency, and relieving HEIs from being sole-
ly responsible for data protection and privacy, in line with the General Data Pro-
tection Regulation (Matthews, 2018; Hope, 2019; Castro & Au-Yong-Oliveira, 2021;
Loukil et al., 2021).

Method

We employ Design Science Research (DSR). This methodology operationalizes re-
search when the goal is to develop an artifact (Van Aken, 2004) that enables the
researcher to find a satisfactory solution to practical problems encountered in the
field (Hevner et al., 2004; Cagdas & Stubkjer, 2011). First, we conducted a literature
review to support the description of key aspects related to digital transformation
and blockchain technology. Subsequently, we developed the Framework Zero (F0)
and presented it to a blockchain technical expert for initial validation. The artifact
was proposed to function as a mind map, serving as a support tool for HEI manag-
ers in strategic planning. According to Buzan (2018), a mind map is a technique that
assists the process of hierarchizing thoughts and better understanding information
about a given topic.

To evaluate the developed artifact and ensure reliability to the study (Venable et
al., 2012; Prat et al., 2015), we define the types of evaluation applied to the different
versions of the framework: (i) analytical evaluation - through 21 semi-structured
interviews conducted with technology professionals and HEI managers (with audio
recording and transcription of the content), as detailed in Table 1, and (ii) descrip-
tive evaluation — validation of empirical evidence through theoretical reference.
The interviewees were selected using the snowball sampling technique (Parker
et al,, 2019).

Table 1. Analytical Evaluation Data

Framework |y ;a1 Artifact FO F1 F2
Version
Objective Validate Validate FO version Validate F1 version Validate F2
proposed version
framework
Interviewees |01 technology |A total of 09 interviews (I1 to 19): | A total of 06 interviews | A total of 06
professional - 05 technology professionals. (I10 to I15): interviews (I16
from . |- 03 technology professionals - 04 technology to 121):
UNOCHAPECO) | from UNOCHAPECO. professionals. - 06 HEI
- 01 technology professional/ - 02 technology managers.
author in blockchain professionals from
(international) UFPB.
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Four evaluation criteria were considered: (i) usefulness - the artifact must be con-
sidered useful to achieve the intended goal, (ii) flexibility - the artifact needs to
perform effectively in various contexts, (iii) completeness - it must contain all the
essential elements to fulfill its purpose, and (iv) suitability to the organization - the
artifact must be applicable within HEIs oriented towards digital transformation in-
volving blockchain technology.

Results and Discussion

Based on the proposal by Matt et al. (2015) and expanded to include key aspects re-
lated to digital transformation and blockchain technology, we developed the Frame-
work Zero (F0), which is presented in Table 2, and preliminarily validated by a
technology professional.

Table 2. Framework Zero (F0)

Approach Key Aspects Description References
Chanees in This represents the influence of digital Berman (2012); Matt et al.
ValuegCrea tion transformation on the value creation for the (2015); Stief; et al. (2016);
organization and its stakeholders. Janssen et al. (2020)
This refers to changes involving the organizational | Berman (2012); Matt et al.
Structural . .
g Changes structure, processes, and skills required for (2015); Hess et al. (2016);
= 8 adapting to new technologies. Janssen et al. (2020)
E Financial This reflects the need to act in response to business | Karimi & Walter (2015); Matt
‘;,9, Aspects challenges and the ability to finance the process. |et al. (2015); Stief et al. (2016)
=i
g Technology This reflects the organization’s ability to exploit Matt et al. (2015); Hess et al.
= Adoption new digital technologies. (2016); Stief et al. (2016)
=4 . .
2 Organizational This represents the need for leadgrsh}p awareness, | ¢ oo (2010); Kane et al.
as well as awareness of the organizational culture .
Culture . . (2015); Sa& & Serpa (2020)
(human capital aspects) involved.
Digal | TSI 0t st TSI sernactal 010 ane et
Strategies goazs, \ateng & (2015); S4 & Serpa (2020)
transformation.
- T.hlS approgch mvplves rul-e§ that arise from the Imgrund et al. (2018); Casino
Security risks associated with the digital transformation . .
& Standards process, aiming to secure data, information, and et al. (2019); Benavides et al.
i=l ’ ’ ’ (2020); Janssen et al. (2020)
S transactions.
< . .
g This refers to the automation of procedures and e
= . . o " . Viriyasitavat & Hoonsopon
= Transaction operations, aiming to mitigate the difficulty of .
= . L. .. . . (2018); Casino et al. (2019);
= Interoperability | standardization arising from the diversity of
3 . . Janssen et al. (2020)
a1 technological solutions.
o
=) This refers to the transparency that provides Viriyasitavat & Hoonsopon
Auditability the traceability of an operation recorded in a (2018). Casino et al. (2019),
database. Janssen et al. (2020)
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The FO was analyzed and validated by nine technology professionals with consol-
idated market performance.

Framework Zero(F0) Evaluation

The practical relevance of the presented aspects was questioned, leading to the emer-
gence of new key aspects. The importance of defining the digital transformation
process of HEIs was highlighted in order not to confuse it with digitization. As per 13:

[...] “Some institutions have been going through a process, here sum-
marized in turning manual processes into digital ones [...]. Digital
transformation is the culmination of this, as it involves multiple ac-
tors and presupposes a level of maturity that enables a holistic view of
the process itself. I think defining the approach is essential in order to
understand the idea of changing the whole.” (Interviewee 3, personal
communication, 2024).

According to Legner et al. (2017), digitization primarily concerns the use of digital
technologies; however, Digital transformation encompasses not only technological
adoption but also involves the actors in the process, their characteristics, skills, and
required behaviors. Gong and Ribiere (2020) define digital transformation as “a pro-
cess of fundamental change, enabled by the innovative use of digital technologies
accompanied by the strategic leveraging of core resources and capabilities, to radi-
cally improve an entity and redefine its value proposition” (p. 12).

Two critical aspects positioned at the beginning of the artifact are internal moti-
vation, described by I3 as a form of stimulus to change, “[...] one must think why to
go through this process of digital transformation?” (Interviewee 3, personal commu-
nication, 2024) and external motivation, as highlighted by 19: “From the competitive
pressure, the environment of innovation and disruption is internally and externally
influenced, whether regarding possible changes that will depend on the core busi-
ness of the business, or its adaptation needs, facing the market in which it operates”
(Interviewee 9, personal communication, 2024).

Kane et al. (2015), Kaufman and Horton (2014), and Benavides et al. (2020) em-
phasize that internal motivations often stem from efforts to generate social and eco-
nomic benefits, promoting increased interaction and collaborative engagement with
customers. External motivations include rising competition in the digital environ-
ment or global-scale events, such as a pandemic, which inevitably drive companies
toward change (Kohli & Johnson, 2011; Von Leipzig et al., 2017; S& & Serpa, 2020).

Regarding the blockchain technology, additional aspects were addressed: the reli-
ability of the process, through the verification of the authenticity of transactions, for
being “an important property, linked to the blockchain technology, thinking about
benefit or delivery” (Interviewee 9, personal communication, 2024); the importance
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of the decentralization of the process “because, precisely, it goes against the opposite
idea (centralized businesses)” (Interviewee 8, personal communication, 2024).

In the technology adoption process, two aspects stand out: the type of student-cen-
tered approach, in which “from the moment that all this is in the blockchain, this
data is no longer from the university, it will be distributed among us, which increas-
es the power of the network and the student becomes the protagonist of this, being
the focus turned to him” (Interviewee 4, personal communication, 2024) and type of
institution-centered approach, according to 12, “the set of aspects of this approach,
starting from the logic of peer to peer, will make sense depending on what one aims
to achieve and here, on whom one wants to focus: student, the institution itself, etc.”
(Interviewee 2, personal communication, 2024).

Authenticity is essential as it ensures reliable transacted information, serving as
a digital fingerprint of records (Grech & Camilleri, 2017; Bandara et al., 2018; Friz-
zo-Barker et al., 2020). Decentralization enables transactions without relying on a
central authority, which encourages cost reduction, mitigates performance bottle-
necks, and fosters fairness and security in protocols (Han et al., 2018; Frizzo-Barker
etal., 2020). Regarding the types of approach (student-centered/institution-centered),
Mezquita et al. (2019) state that it is necessary to recognize two distinct approach-
es to blockchain adoption in academic environments: student-centered and institu-
tion-centered. Consequently, Framework One (F1), presented in Table 3, incorporates
these additions and adjustments following this validation.

Table 3. Framework One (F1)

Approach Key Aspects Description
Digital transformation | Internal Motivation It relates to internal factors associated with efficiency
Change that considers | [inclusion of new aspect and/or productivity indicators that stimulate change, such

the adoption of digital | positioned at the beginning] | as sales levels, financial pressure, and differentiation

technology evolves into

a holistic transforma- It relates to aspects that stimulate change externally, such

tion of the organization, External Motivation as the pace of technological development, shifts in modes
seeking to create value [inclusion of new aspect of interaction between organizations, sectoral transitions,
linclusion of descrip- positioned at the beginning] | and adaptability in response to market forces, including
tion] competition

Blockchain technology It refers to the validation of recorded transactions

A digital ledger that Authenticity [inclusion] through a cryptographic hash (i.e., a fingerprint) on the
provides data sharing blockchain, which attests to the reliability of the record.

in a transparent, de-
centralized, immutable,
and tamper-proof

It assumes that a transaction on the blockchain network
Decentralization [inclusion] | can be executed without requiring authentication from a
central server or the involvement of intermediary agents.

manner. Data can be
read and verified. but | Type of Approach: Student- | The HEI’s focus shifts to the premise that academic data

not deleted. maintain- Centered [inclusion] control belongs to the student.

ing a history of every | Type of Approach:
executed transaction Institution-Centered
[description included] | [inclusion]

The HEI’s focus is on optimizing activities related to the
institution’s academic management.
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The evaluation of the F1 version included the analysis of 06 other technology pro-
fessionals with a solid performance in the technology market.

Framework One (F1) Evaluation

In this second validation, the research team questioned the practical relevance of
the aspects presented after adjusting the previous version. The empirical findings
indicated, in addition to the inclusion of a new key aspect, the repositioning and
merging of other aspects within the framework. This new aspect of the artifact was
considered essential to the process, as it involves continuous monitoring of the im-
pacts within the business environment, specifically change mapping. This is evident
in the words of I113: “I would include process mapping, something like that, in the
logic of monitoring, managing that change, checking the current stage and how this
is impacting the institution” (Interviewee 13, personal communication, 2024). Matt
et al. (2015) state that companies need to make decisions from this mapping, aiming
to identify the processes that may be affected by the adoption of new technologies.
Predictive analytics capabilities are essential in this context for achieving process
optimization, as well as identifying potential problems, vulnerabilities, and associ-
ated risks (Berman, 2012; Kaufman & Horton, 2014). Zaoui & Souissi (2020) reiterate
the importance of this constant multidimensional evaluation, i.e., that goes through
the different stages involved in digital transformation, seeking to analyze the effi-
ciency of the measures adopted during the process.

Regarding the aspects of the type of approach, student-centered and institu-
tion-centered, they should be listed in the same section in an integrated manner,
because the approach adopted may consider either one of the approaches, or both,
resulting in types of approaches: student-centered and/or institution-centered. In this
sense, I11 comments: “Depending on the type of institution, the focus of the approach
will be on the student; moreover, most of the time, considering the data use agenda;
however, sometimes the strategy may also be focused on process optimization” (In-
terviewee 11, personal communication, 2024).

This previous adjustment aligns with what Mezquita et al. (2019) state, highlight-
ing distinct approaches to implementing blockchain-based solutions in the academ-
ic environment. Regarding the positioning of this aspect, it was considered to list it
at the beginning of the framework where blockchain technology is addressed, as per
I11: “[...] T would reallocate it as the first need, positioning it as something that I will
see first when thinking about this technology adoption process” (Interviewee 11,
personal communication, 2024).

Regarding the repositioning of other key aspects already existing in the model,
organizational culture was listed as one of the analysis priorities, positioned at the
beginning of the artifact, in terms of the defined objectives within the analyzed con-
text. I14 brings the mentioned importance:
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“[...] one of the most important constructs concerns organizational
culture, both in the sense of managers and other leaders becoming
aware of the real value in adopting technology as an element of trans-
formation when applied to some specific aspect, as well as in the sense
of the general public that will be dealing with a technology that can
only deliver its real value when everyone is part of the support and
operation process...” (Interviewee 14, personal communication, 2024).

The aspect concerning organizational culture is seen as a determinant for suc-
cessful transformations involving digital technologies, as it encompasses skills and
competencies to be developed, as well as the promotion of a digital transforma-
tion-oriented mindset (Kane et al., 2015; Gebretsadik, 2020). It also highlighted the
need to reposition the aspect of technology adoption in relation to digital technology
being discussed, as it is necessary to understand that technology will only be a solu-
tion when there is an understanding of the institution’s need to carry out the digital
transformation process. I15 comments that “each organization will be guided by a
specific goal or need. And, in this case, technology would be a means and not the
end; so, understanding where one wants or needs to get to be crucial” (Interviewee
15, personal communication, 2024).

Thus, the new empirical evidence discussed here, and supported by the litera-
ture, validated the F1 version, promoting adjustments in the model and generating
Framework Two (F2), presented in Table 4, only with additions or adjustments of
this step:

Table 4. Framework Two (F2)

Approach Key Aspects Description

Organizational Culture
[repositioned at the beginning of the artifact]

Technology Adoption
[repositioned at the end of the artifact]

Digital transformation : :
It involves the ongoing

verification and monitoring
of the impact generated in the
business environment from
digital transformation.

The focus of the HEI may shift
to the premise that control of

Change Mapping
[inclusion of new aspect]

Types of Approaches: Student- academic data resides with
Blockchain technology Centered and/or Institution-Centered | the students. Alternatively,
[merging and repositioning to the it may concentrate on
beginning] optimizing activities related
to the institution’s academic
management.
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The F2 version, which includes the remaining aspects of the F1 version that were
not altered, was validated by 06 HEI managers nationwide. The discussion of these
results is presented in the following section.

Framework Two (F2) Evaluation

In the final validation stage, the research team assessed the usefulness of the artifact
and questioned the relevance of the aspects presented to HEI managers. A new key
aspect was introduced, referring to the legal aspects that influence the transforma-
tion of HEIs, specifically the regulatory frameworks. In this sense, 116 reflects: “[...]
the regulatory frameworks can also be considered, such as the MEC ordinances that
are already dealing with the topic, maybe addressing an aspect that talks about im-
portant norms or regulations to be analyzed” (Interviewee 16, personal communi-
cation, 2024).

This point is further corroborated by existing initiatives, particularly within ed-
ucation sector, such as the “Digital Diploma” program, a technological innovation
project developed by the National Education and Research Network (RNP), linked
to the Brazilian Ministry of Education (MEC), which came into force in 2020 in five
HEIs: Federal University of Parana (UFPR), Federal University of Paraiba (UFPB),
Federal University of Rio Grande do Norte (UFRN), Federal University of Sergipe
(UFSE) and Federal Institute of Rio Grande do Norte (IFRN). The program issues and/
or registers the diploma in digital format, aiming to modernize the procedural flow,
bringing greater transparency, agility, fairness, and interoperability of data, as well
as reducing costs and time involved in the process (Costa Silva, 2021).

As for the regulation involved in HEIs, in general, digital transformation is highly
motivated by government policies, aiming at the digitalization of these institutions,
by redefining their services or by remodeling operational processes (Walker et al.,
2016). As pointed out by Haas (2010), it is relevant that academic managers observe
and become familiar with legal norms and guidelines that regulate Brazilian HEIs,
as these are one of the motivators for change.

In this validation round, the change mapping was considered inherent to the
different phases of a digital transformation process in the HEI environment; thus,
it would be ideal to contemplate this aspect in parallel with the other aspects.
As I16 points out: “I understand that change mapping must follow different phases
of the project, estimating possible impacts and respective solutions, until stability is
reached, or in this case, the desired goal” (Interviewee 16, personal communication,
2024). This aligns with the provisions in the literature regarding predictive capa-
bility, particularly in addressing problems and anticipated risks. It even reiterates
the importance of reviewing, at different stages, the need to generate greater col-
laboration to adequately fulfill the process, according to the needs involved in the
institution’s change (Matt et al., 2015; Kane et al., 2015). The new empirical evidence
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resulted in the final version of the framework (Figure 1 and Table 5), which was
considered satisfactory from the perspective of the HEI managers who participated
in this research.

In addition, we have incorporated IT Governance as an aspect that should be
present in managerial decision-making and be adapted as Changing Mapping oc-
curs. We leverage IT’s roles and responsibilities to ensure it complements the pro-
posed framework (De Vaujany et al., 2018). Implementing IT Governance roles and
responsibilities enhances the outcomes generated by the framework (Tallon et al.,
2013; Juiz et al., 2022). This integration is particularly feasible since IT Governance
is already an established reality in HEIs (Bianchi & Sousa, 2016).

I
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Figure 1. Final Framework (FF)

Considering the digital transformation process in HEI, the framework indicates
that the process should be constantly monitored through change mapping. IT Gov-
ernance is also added as an essential aspect for defining roles and responsibilities,
ensuring that the entire digital transformation process is aligned with the HEI’s stra-
tegic objectives. With this, it is verified in the context that both internal and external
motivations for change are relevant, and organizational culture is indispensable,
as values, behaviors, and organizational beliefs must be consistent with the key as-
pects involved, including the adoption of new technology.
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Table 5. Final Framework (FF) part 2: elements of DT in HEI

Digital Transformation

Organizational change that considers the adoption
of digital technology, but evolves into a holistic
transformation of the organization, aiming to
create value.

Regulatory Frameworks

It deals with the legal norms and guidelines that
regulate higher education institutions and influence
their digital transformation processes.

Change-mapping

It involves verifying and monitoring the impact
generated in the business environment by digital
transformation.

Technology Adoption

It reflects the organization’s ability to exploit new digital
technologies.

Internal Motivation

It relates to efficiency and/or productivity
indicators that stimulate change internally.

Blockchain Technology

It’s a digital ledger that provides data sharing in a
transparent, decentralized, immutable, and inviolable
way, keeping a history of every executed transaction.

External Motivation

It relates to aspects that stimulate change and the
reflection in the forms of interaction between
organizations, the transition between sectors, and
adaptability to the market.

Organizational Culture

It represents the need for leadership awareness,
as well as awareness of the organizational culture
(human capital aspects) involved in digital
transformation.

Types of Approach:

Student-Centered and/or Institution-Centered

The HEI’s focus may shift to the premise that the student
is in control of their academic data, or it may also focus
on optimizing activities involving the institution’s
academic management.

Changes in Value Creation

Represents the influence of digital transformation
on the organization’s value creation and the
parties involved.

Security Standards

This approach addresses the rules and guidelines

that arise from the risks involved in the digital
transformation process, with a focus on securing data,
information, and transactions.

Structural Changes

It refers to the changes involving the
organizational structure, as well as the processes
and skills required for adapting to new
technologies.

Transaction Interoperability

It refers to the automation of procedures and
operations, aiming to mitigate the difficulty of
standardization arising from the diversity of
technological solutions.

Financial Aspects

It relates to the need to take action in the face
of business difficulties, as well as the ability to
finance the digital transformation process.

Auditability
It refers to the need for transparency that provides the
traceability of an operation registered in a database.

Digital Strategies
It refers to the organizational characteristics, goals,
and challenges of digital transformation.

Authenticity

It refers to the validation of the recorded transaction
with a cryptographic hash (fingerprint) on the
blockchain, attesting to the reliability of the record.

IT Governance

It involves allocating specific IT governance roles
and responsibilities, which is crucial for enhancing
the framework’s outcomes.

Decentralization

Assumes that a transaction on the blockchain network
can be performed without relying on authentication
from a central server and without intermediaries.
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Regarding technological adoption, the specific definitions of blockchain technol-
ogy that can be adjusted to each HEI digital transformation project are highlight-
ed: security standards, transaction interoperability, auditability, authenticity, and
decentralization. The types of guiding approaches are added: student-centered,
HEI-centered, or both, depending on the context initially analyzed by the institu-
tion. Thus, there are five other 5 key aspects interconnected at a micro level, which
must be considered in the digital transformation process of HEIs: financial aspects,
digital strategies, regulatory frameworks, structural changes, and changes in value
creation.

Main differences and advances from Framework Zero
to Final Framework

Framework Zero (FO) was based on central aspects of digital transformation, in-
cluding changes in value creation, structural shifts, financial considerations, and
technology adoption, as well as blockchain dimensions such as security, interop-
erability, auditability, and decentralization. As the versions progressed, especially
in Final Framework (FF), new aspects were incorporated, such as IT Governance,
change mapping, internal and external motivations for transformation, organiza-
tional culture, digital strategies, and regulatory framework, making the framework
more comprehensive.

The final version reorganized the position of aspects to reflect their practical
and relational importance. For example, organizational culture was repositioned at
the beginning of the framework, emphasizing its fundamental role in the success
of digital transformation. Previously separate approaches, centered on the student
or the institution, were integrated into a joint approach, recognizing that HEIS may
choose or combine these perspectives. Furthermore, the Final Framework strength-
ens the inclusion of legal and regulatory norms, which directly influence the process
of digital transformation in HEIS, a dimension absent in FO. This adds a critical com-
ponent for the applicability and sustainability of digital initiatives.

The change process is understood as dynamic and continuous, requiring con-
stant monitoring of impacts and adjustments throughout the digital transformation,
which was incorporated from intermediate evaluations until FF. Lastly, for this arti-
fact to be useful, it must clarify which aspects within the HEI and its processes need
to be considered, as well as their priority, since the tool developed is intended to pro-
vide managerial support for future demands involving the digital transformation of
HEIs via blockchain. Thus, the proposed framework serves as a cognitive model and
hands-on reference for tracking digital transformation processes in HEIs. Neverthe-
less, managers must consider the strategic objectives and the specific institutional
contexts to each setting.
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Conclusions

The article addresses the adoption of blockchain technology in HEIs in the context
of digital transformation. We employ the Design Science Research methodology to
develop a framework that assists HEI managers in navigating the key aspects listed
and their existing relationships. The starting point was the conceptual framework
of Matt et al. (2015), composed of three key aspects for evaluating technology adop-
tion: structural changes, changes in value creation, and financial aspects. We also
added elements involving organizational culture, digital strategies, and the process
of mapping the changes generated by digital transformation.

The discussion of blockchain within digital transformation reveals critical con-
siderations, including organizational culture, the formulation of a digital strategy,
and the institution’s internal and external motivations for adoption. Our analysis
further underscores the significance of the HEI’'S chosen approach —student-cen-
tered, institution-centered, or both —as well as key factors such as data security,
interoperability, transparency, reliability, and decentralization. As of the empirical
validation conferred by technology professionals, during the versions presented in
the study - FO, F1, and F2, the relevance of the aspects in the practical context was
ratified since the model was considered satisfactory and useful by the interviewees
when thinking about the blockchain technology involved in the digital transforma-
tion of HEIs. Thus, the developed framework serves as a mental map or practical
guide for monitoring digital transformation processes in HEISs.

These validations constitute the theoretical and empirical contribution of the
study in identifying and describing the key aspects relevant to the HEI context.
In this way, it is expected that HEIs will benefit from the advantages highlighted by
Loukil et al. (2021) in the adoption of blockchain technology, and this contributes to
the integration of DT in a plan that could yield a high strategic return value to the or-
ganization (Fernandez et al., 2023). In addition, our research differs from other pro-
posals because the framework’s elaboration involves the agents responsible for the
technical and managerial implementation of blockchain technology. Therefore,
the contributions are not only a theoretical concept without practical validation
(Haque et al., 2023).

As aresearch limitation, the choice of a specific group of managers and technology
professionals for the interview is noted. However, this can be overcome by develop-
ing an online questionnaire that expands the quantity and diversity of respondents.
Furthermore, although the choice was made to serve HEIs, the adjustments can be
adapted for service providers, dealing with “client/user” instead of “student,” in ad-
dition to adjustments according to the business area.

Future research could further develop this framework by creating measurable
scales or indicators, thereby transforming it into a more adaptable tool suitable for
broader institutional applications. These adjustments may contribute to diagnosing
the institution’s stage in the digital transformation process and objectively directing
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the organizational actions. Additionally, new qualitative explorations may deepen
the discussion of the aspects presented and serve as a subsidy for other levels of
analysis of the HEIs. Moreover, comparative analyses among diverse institutional
profiles and regions are recommended to identify variations in digitalization pro-
cesses and blockchain adoption. Further investigation into cultural, regulatory, and
technical barriers is crucial to support the development of effective strategies for
overcoming digital transformation challenges.

Finally, we emphasize that organizations, especially HEIs, find themselves in a
context where digital technologies have become part of organizational processes,
requiring greater attention to digital transformation. Thus, blockchain technology
can contribute to this process by overcoming the focus on teaching/learning sys-
tems, including management elements, in an agile and secure manner, beyond the
storage of documents.

Conflict of Interest

The authors declare that they have no conflict of interest.

Funding Source

This research is funded by the Coordination for the Improvement of Higher Educa-
tion Personnel (CAPES), Brazil — Funding Code: 001.

References

Bandara, 1., Ioras, F., & Arraiza, M. P. (2018). The emerging trend of blockchain for
validating degree apprenticeship certification in cybersecurity education.
In INTED2018 Proceedings. https://doi.org/10.21125/inted.2018.1828

Benavides, L.M.C., Tamayo Arias, ]J.A., Arango Serna, M.D., Branch Bedoya, J.W., &
Burgos, D. (2020). Digital Transformation in Higher Education Institutions: A
Systematic Literature Review. Sensors, 20(11), 3291. https://doi.org/10.3390/
$20113291

Berman, S. J. (2012). Digital transformation: opportunities to create new
business models. Strategy & Leadership, 40(2), 16-24. https://doi.
0rg/10.1108/10878571211209314

Bharadwaj, A., El Sawy, O. A., Pavlou, P. A., & Venkatraman, N. V. (2013). Digital Busi-
ness Strategy: toward a next generation of insights. MIS Quarterly, 37(2), 471-
482. https://doi.org/10.25300/MI1SQ/2013/37:2.3

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 | e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.21125/inted.2018.1828
https://doi.org/10.3390/s20113291
https://doi.org/10.3390/s20113291
https://doi.org/10.1108/10878571211209314
https://doi.org/10.1108/10878571211209314
https://doi.org/10.25300/MISQ/2013/37:2.3

18/24 Digital transformation in higher education institution management: key aspects for blockchain adoption

Bhaskar, P, Tiwari, C.K., & Joshi, A. (2021). Blockchain in education management:
present and future applications. Interactive Technology and Smart Education,
18(1), 1-17. https://doi.org/10.1108/ITSE-07-2020-0102

Bianchij, I. S., & Sousa, R. D. (2016). IT Governance mechanisms in higher educa-
tion. Procedia Computer Science, 100, 941-946. https://doi.org/10.1016/j.
procs.2016.09.253

Bravo-Jaico, J., Alarcon, R., Valdivia, C., German, N., Aquino, J., Serquén, O., Gue-
vara, L., & Moreno Heredia, A. (2025). Model for assessing the maturity level
of digital transformation in higher education institutions: a theoretical-meth-
odological approach. Frontiers in Education, 10, Article 1581648. https://doi.
org/10.3389/feduc.2025.1581648

Buzan, T. (2018). Mind map mastery: The complete guide to learning and using the
most powerful thinking tool in the universe. Watkins Media.

Cagdas, V.; Stubkjeer, E. (2011). Design research for cadastral systems. Computers,
Environment and Urban Systems, 35, 77-87. http://dx.doi.org/10.1016/j.
compenvurbsys.2010.07.003

Casino, F., Dasaklis, T. K., & Patsakis, C. (2019). A systematic literature review of
blockchain-based applications: current status, classification, and open issues.
Telematics and Informatics, 36, 55-81. https://doi.org/10.1016/j.tele.2018.11.006

Castro, R. Q., & Au-Yong-Oliveira, M. (2021). Blockchain and Higher Education Di-
plomas. European Journal of Investigation in Health Psychology and Educa-
tion, 11(1), 154-167. https://doi.org/10.3390/ejihpe11010013

Cheng, J.-C., Lee, N.-Y., Chi, C., & Chen, Y.-H. (2018). Blockchain and smart contract
for a digital certificate. In 2018 IEEE International Conference on Applied
System Innovation (ICASI) (pp. 1046-1051). IEEE. https://doi.org/10.1109/
ICASI.2018.8394455

Chew, E. (2013). Value co-creation in the organizations of the future. In Proceedings
of the 9th European Conference on Management, Leadership and Governance
(pp- 16-23). Academic Conferences Ltd. http://hdl.handle.net/10453/28581

Costa Silva, E. (2021, September 28). Diploma digital: A inovagdo tecnologica que
mudara o meio académico. Associacdo Brasileira de Mantenedoras de Ensino
Superior (ABMES). https://abmes.org.br/documentos/detalhe/874/diploma-
digital-a-inovacao-tecnologica-que-mudara-o-meio-academico

Costa, R., Faustino, D., Lemos, G., Queiroga, A., Djohnnatha, C., Alves, F., Lira, J., &
Pires, M. (2018). Uso ndo financeiro de blockchain: Um estudo de caso sobre
o0 registro, autenticacdo e preservacdo de documentos digitais académicos. In
Anais do I Workshop em Blockchain: Teoria, Tecnologias e Aplicagdes. Socie-
dade Brasileira de Computacdo. https://sol.sbc.org.br/index.php/wblockchain/
article/view/2356

De Vaujany, F. X, Fomin, V. V,, Haefliger, S., & Lyytinen, K. (2018). Rules, practices,
and information technology: A trifecta of organizational regulation. Informa-
tion Systems Research, 29(3), 755-773. https://doi.org/10.1287/isre.2017.0771

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 |e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.1108/ITSE-07-2020-0102
https://doi.org/10.1016/j.procs.2016.09.253
https://doi.org/10.1016/j.procs.2016.09.253
https://doi.org/10.3389/feduc.2025.1581648
https://doi.org/10.3389/feduc.2025.1581648
http://dx.doi.org/10.1016/j.compenvurbsys.2010.07.003
http://dx.doi.org/10.1016/j.compenvurbsys.2010.07.003
https://doi.org/10.1016/j.tele.2018.11.006
https://doi.org/10.3390/ejihpe11010013%20%20%20
https://doi.org/10.1109/ICASI.2018.8394455
https://doi.org/10.1109/ICASI.2018.8394455
http://hdl.handle.net/10453/28581
https://abmes.org.br/documentos/detalhe/874/diploma-digital-a-inovacao-tecnologica-que-mudara-o-meio-academico
https://abmes.org.br/documentos/detalhe/874/diploma-digital-a-inovacao-tecnologica-que-mudara-o-meio-academico
https://doi.org/10.1287/isre.2017.0771

Rafael Dalla Rosa et al. 19/24

Di Francesco Maesa, D., & Mori, P. (2020). Blockchain 3.0 applications survey. Journal
of Parallel and Distributed Computing, 138, 99-114. https://doi.org/10.1016/j.
jpdc.2019.12.019

Duan, B., Zhong, Y., & Liu, D. (2017). Education application of blockchain technology:
Learning outcome and meta-diploma. In 2017 IEEE 23rd International Confer-
ence on Parallel and Distributed Systems (ICPADS) (pp. 814-817). IEEE. https://
doi.org/10.1109/ICPADS.2017.00114

Fernadndez, A., GOmez, B., Binjaku, K., & Mege, E. K. (2023). Digital transformation ini-
tiatives in higher education institutions: A multivocal literature review. Edu-
cation and Information Technologies, 28, 12351-12382. https://doi.org/10.1007/
$10639-022-11544-0

Frizzo-Barker, J., Chow-White, P.A., Adams, P. R., Mentanko, J., Ha, D., & Green, S.
(2020). Blockchain as a disruptive technology for business: A systematic re-
view. International Journal of Information Management, 51, 102029. https://
doi.org/10.1016/j.ijinfomgt.2019.10.014

Gartner. (2019, March 26). Top 10 strategic technologies impacting higher education
in 2019. Gartner. https://www.gartner.com/en/documents/3902468

Gasevic, D., Dawson, S., & Siemens, G. (2015). Let’s not forget: Learning analytics
are about learning. TechTrends, 59, 64-71. https://doi.org/10.1007/s11528-014-
0822-x

Gebretsadik, D. M. (2022). Impact of organizational culture on the effectiveness of
public higher educational institutions in Ethiopia. International Journal of
Leadership in Education, 25(5), 823-842. https://doi.org/10.1080/13603124.202
0.1722248

Gong, C., &Ribiere, V.(2021). Developing a unified definition of digital transformation.
Technovation, 102, 102217. https://doi.org/10.1016/j.technovation.2020.102217

Gottlieb, M., Deutsch, C., Hoops, F., Pongratz, H. & Krcmar, H. (2024). Expedition to
the blockchain application potential for higher education: A literature review.
International Journal of Information Management Data Insights, 4(2), 100146.
https://doi.org/10.1016/j.bcra.2024.100203

Grech, A., & Camilleri, A. F. (2017). Blockchain in education (A. Inamorato dos Santos,
Ed.; EUR 28778 EN). Publications Office of the European Union. https://doi.
org/10.2760/60649

Haas, C. M. (2011). Projetos pedagogicos nas instituicdes de educacdo superior: As-
pectos legais na gestdo académica. Revista Brasileira de Politica e Adminis-
tragdo da Educagdo, 26(1). https://doi.org/10.21573/v0l26n12010.19688

Han, M,, Li, Z., He, ]., Wu, D,, Xie, Y., & Baba, A. (2018). A novel blockchain-based ed-
ucation records verification solution. In Proceedings of the 19th Annual SIG
Conference on Information Technology Education (SIGITE ’18) (pp. 178-183). As-
sociation for Computing Machinery. https://doi.org/10.1145/3241815.3241870

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 | e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.1016/j.jpdc.2019.12.019
https://doi.org/10.1016/j.jpdc.2019.12.019
https://doi.org/10.1109/ICPADS.2017.00114
https://doi.org/10.1109/ICPADS.2017.00114
https://doi.org/10.1007/s10639-022-11544-0
https://doi.org/10.1007/s10639-022-11544-0
https://doi.org/10.1016/j.ijinfomgt.2019.10.014
https://doi.org/10.1016/j.ijinfomgt.2019.10.014
https://www.gartner.com/en/documents/3902468
https://doi.org/10.1007/s11528-014-0822-x
https://doi.org/10.1007/s11528-014-0822-x
https://doi.org/10.1080/13603124.2020.1722248
https://doi.org/10.1080/13603124.2020.1722248
https://doi.org/10.1016/j.technovation.2020.102217
https://doi.org/10.1016/j.bcra.2024.100203
https://doi.org/10.2760/60649
https://doi.org/10.2760/60649
https://doi.org/10.21573/vol26n12010.19688
https://doi.org/10.1145/3241815.3241870

20/24 Digital transformation in higher education institution management: key aspects for blockchain adoption

Haque, M., Kumar, V. V., Singh, P,, et al. (2023). A systematic meta-analysis of block-
chain technology for educational sector and its advancements towards educa-
tion 4.0. Education and Information Technologies, 28, 13841-13867. https://doi.
0rg/10.1007/s10639-023-11744-2

Hess, T., Matt, C., Benlian, A., & Wiesbdock, F. (2016). Options for formulating a digital
transformation strategy. MIS Quarterly Executive, 15, 123-139. https://www.
researchgate.net/publication/291349362

Hevner, A. R, March, S, T. Park, J., Ram, S. (2004). Design science in information sys-
tems research. MIS Quarterly, 28(1), 75-105. https://doi.org/10.2307/25148625

Hope, J. (2019). Give students ownership of credentials with blockchain technology.
Enrollment Management Report, 23(2), 6-7. https://doi.org/10.1002/emt.30533

Hughes, A., Park, A., Kietzmann, J., & Archer-Brown, C. (2019). Beyond bitcoin: what
blockchain and distributed ledger technologies mean for firms. Business Hori-
zons, 62(3), 273-281. https://doi.org/10.1016/j.bushor.2019.01.002

Imgrund, F., Fischer, M., Janiesch, C., & Wilkelmann, A. (2018). Approaching digi-
talization with business process management. In Proceedings of the Mul-
tikonferenz Wirtschaftsinformatik (MKWI), Lineburg, Germany. https://www.
researchgate.net/publication/323665985

Jacociunas, T., Verschoore, J. R. de S., & Monticelli, J. M. (2024). Digital transformation
of higher education institutions: A framework for strategic decision-making.
Revista Internacional de Educac¢do Superior, 10(1). https://doi.org/10.20396/
riesup.v10i00.8665499

Janssen, M., Weerakkody, V., Ismagilova, E., Sivarajah, U., & Irani, Z. (2020). A frame-
work for analysing blockchain technology adoption: Integrating institutional,
market and technical factors. International Journal of Information Manage-
ment, 50(1), 302-309. https://doi.org/10.1016/j.ijjinfomgt.2019.08.012

Juiz, C., Duhamel, F., Gutiérrez-Martinez, 1., & Luna-Reyes, L. F. (2022). It managers’
framing of it governance roles and responsibilities in Ibero-American
higher education institutions. Informatics, 9(3), 68. https://doi.org/10.3390/
informatics9030068

Kam, H.-]., & Katerattanakul, P. (2010). Collaborative learning with Web 2.0 technol-
ogy: Synchronicity dimension. In Proceedings of the 16th Americas Conference
on Information Systems (AMCIS 2010): Sustainable IT collaboration around the
globe. Lima, Peru. https://aisel.aisnet.org/amcis2010/132

Kane, G. C., Doug, P, Philips, A. N., & Kiron, D. (2015). Is Your Business Ready for a
Digital Future? MIT Sloan Management Review, 56(4), 37-44. https://dialnet.
unirioja.es/servlet/articulo?codigo=5131058

Karimi, J., & Walter, Z. (2015). The role of dynamic capabilities in responding to dig-
ital disruption: A factor-based study of the newspaper industry. Journal of
Management Information Systems, 32(1), 39-81. https://doi.org/10.1080/07421
222.2015.1029380

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 |e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.1007/s10639-023-11744-2
https://doi.org/10.1007/s10639-023-11744-2
https://www.researchgate.net/publication/291349362
https://www.researchgate.net/publication/291349362
https://doi.org/10.2307/25148625
https://doi.org/10.1002/emt.30533
https://doi.org/10.1016/j.bushor.2019.01.002
https://www.researchgate.net/publication/323665985
https://www.researchgate.net/publication/323665985
https://doi.org/10.20396/riesup.v10i00.8665499
https://doi.org/10.20396/riesup.v10i00.8665499
https://doi.org/10.1016/j.ijinfomgt.2019.08.012
https://doi.org/10.3390/informatics9030068
https://doi.org/10.3390/informatics9030068
https://aisel.aisnet.org/amcis2010/132
https://dialnet.unirioja.es/servlet/articulo?codigo=5131058
https://dialnet.unirioja.es/servlet/articulo?codigo=5131058
https://doi.org/10.1080/07421222.2015.1029380
https://doi.org/10.1080/07421222.2015.1029380

Rafael Dalla Rosa et al. 21/24

Kaufman, I., & Horton, C. (2014, December 20). Digital transformation: Leveraging
digital technology with core values to achieve sustainable business goals. The
European Financial Review. https://www.europeanfinancialreview.com/
digital-transformation-leveraging-digital-technology-with-core-values-to-
achieve-sustainable-business-goals/

Kayanja, C., & Namatovu, L. (2025). Exploring digital transformation in a higher ed-
ucation setting: the shift to fully automated and paperless systems. Cogent Ed-
ucation, 12(1), Article 2489800. https://doi.org/10.1080/2331186X.2025.2489800

Kohli, R., & Johnson, S. (2011). Digital transformation in latecomer industries:
CIO and CEO leadership lessons from Encana Oil & Gas (USA) Inc. MIS
Quarterly Executive, 10(4), 141-156. https://www.scirp.org/reference/
referencespapers?referenceid=3732593

Legner, C., Eymann, T, Hess, T,, et al. (2017). Digitalization: Opportunity and chal-
lenge for the business and information systems engineering community. Busi-
ness & Information Systems Engineering, 59, 301-308. https://doi.org/10.1007/
$12599-017-0484-2

Loukil, F., Abed, M., & Boukadi, K. (2021). Blockchain adoption in education: A sys-
tematic literature review. Education and Information Technologies, 26, 5779-
5797. https://doi.org/10.1007/s10639-021-10481-8

Marks, A., & Al-Ali, M. (2020). Digital transformation in higher education: A frame-
work for maturity assessment. International Journal of Advanced Computer
Science and Applications, 11(12). https://doi.org/10.14569/]JACSA.2020.0111261

Matt, C.,, Hess, T., & Benlian, A. (2015). Digital transformation strategies. Business &
Information System Engineering, 57, 339-343. https://doi.org/10.1007/s12599-
015-0401-5

Matthews, D. (2017, August 31). What blockchain technology could mean for univer-
sities. Times Higher Education. https://www.timeshighereducation.com/news/
what-blockchain-technology-could-mean-for-universities

Mezquita Martin, Y., Casado, R., Gonzalez-Briones, A., & Prieto, J. (2019). Blockchain
technology in IoT systems: Review of the challenges. Annals of Emerging Tech-
nologies in Computing, 3(5), 17-24. https://doi.org/10.33166/AETiC.2019.05.003

Min, L., & Bin, G. (2022). Online teaching research in universities based on block-
chain. Education and Information Technologies, 27, 6459-6482. https://doi.
0rg/10.1007/s10639-022-10889-w

Mori, T. (2016). Financial technology: Blockchain and securities settlement. Jour-
nal of Securities Operations & Custody, 8(3), 208-217. https://doi.org/10.69554/
YEJN7450

Olleros, F. X., & Zhegu, M. (Eds.). (2016). Research handbook on digital transforma-
tions. Edward Elgar Publishing. https://doi.org/10.4337/9781784717766

Parker, C., Scott, S., & Geddes, A. (2019). Snowball sampling. In P. Atkinson, S. Delam-
ont, A. Cernat, J. W. Sakshaug, & R. A. Williams (Eds.), SAGE research methods
foundations. https://doi.org/10.4135/9781526421036831710

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 | e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://www.europeanfinancialreview.com/digital-transformation-leveraging-digital-technology-with-core-values-to-achieve-sustainable-business-goals/
https://www.europeanfinancialreview.com/digital-transformation-leveraging-digital-technology-with-core-values-to-achieve-sustainable-business-goals/
https://www.europeanfinancialreview.com/digital-transformation-leveraging-digital-technology-with-core-values-to-achieve-sustainable-business-goals/
https://doi.org/10.1080/2331186X.2025.2489800
https://www.scirp.org/reference/referencespapers?referenceid=3732593
https://www.scirp.org/reference/referencespapers?referenceid=3732593
https://doi.org/10.1007/s12599-017-0484-2
https://doi.org/10.1007/s12599-017-0484-2
https://doi.org/10.1007/s10639-021-10481-8
https://doi.org/10.14569/IJACSA.2020.0111261
https://doi.org/10.1007/s12599-015-0401-5
https://doi.org/10.1007/s12599-015-0401-5
https://www.timeshighereducation.com/news/what-blockchain-technology-could-mean-for-universities
https://www.timeshighereducation.com/news/what-blockchain-technology-could-mean-for-universities
https://doi.org/10.33166/AETiC.2019.05.003
https://doi.org/10.1007/s10639-022-10889-w
https://doi.org/10.1007/s10639-022-10889-w
https://doi.org/10.69554/YEJN7450
https://doi.org/10.69554/YEJN7450
https://doi.org/10.4337/9781784717766
https://doi.org/10.4135/9781526421036831710

22/24 Digital transformation in higher education institution management: key aspects for blockchain adoption

Prat, N., Wattiau, 1., & Akoka, J. (2015). A taxonomy of evaluation methods for infor-
mation systems artifacts. Journal of Management Information Systems, 32(3),
229-267. https://doi.org/10.1080/07421222.2015.1099390

Sa, M.].; & Serpa, S. (2020). The COVID-19 Pandemic as an Opportunity to Foster the
Sustainable Development of Teaching in Higher Education. Sustainability,
12(20), 8525. https://doi.org/10.3390/su12208525

Serna, M. D. A., Londono, E., & Zapata, J. (2010). Enterprise architecture: a general
scope. Revista Ingenierias Universidad de Medellin, 9(16), 101-111. http://www.
scielo.org.co/scielo.php?pid=S1692-33242010000100009&script=sci_abstract

Skulmowski, A., & Rey, G. D. (2020). COVID-19 as an accelerator for digitalization at
a German university: Establishing hybrid campuses in times of crisis. Human
Behavior and Emerging Technologies, 2(3), 212-216. https://doi.org/10.1002/
hbe2.201

Stief, S. E., Eidhoff, A. T., & Voeth, M. (2016). Transform to succeed: An empirical
analysis of digital transformation in firms. World Academy of Science, Engi-
neering and Technology, International Journal of Economics and Management
Engineering, 10(6). https://doi.org/10.5281/zenodo.1124445

Stolterman, E., & Croon Fors, A. (2004). Information technology and the good life.
In B. Kaplan, D. P. Truex, D. Wastell, A. T. Wood-Harper, & J. I. DeGross (Eds.),
Information systems research (IFIP International Federation for Information
Processing, Vol. 143). Springer. https://doi.org/10.1007/1-4020-8095-6_45

Sultan, K., Ruhi, U., & Lakhani, R. (2018). Conceptualizing blockchains: Characteris-
tics and applications [Preprint]. arXiv:1806.03693. https://doi.org/10.48550/
arXiv.1806.03693

Sun, X., Zou, J., Li, L., & Luo, M. (2021). A blockchain-based online language learn-
ing system. Telecommunication Systems, 76, 155-166. https://doi.org/10.1007/
$11235-020-00699-1

Tallon, P. P,, Ramirez, R. V., & Short, J. E. (2013). The information artifact in IT gover-
nance: Toward a theory of information governance. Journal of Management In-
formation Systems, 30(3),141-178. https://doi.org/10.2753/M1S0742-1222300306

Toader, D., Sdveanu, S., & Boja, C. (2023). The Adoption of Blockchain Technology in
Higher Education. International Journal of Organizational Leadership, 12(1),
103-117. https://doi.org/10.33844/ij01.2023.60389

Unochapeco. (2019). Uno é uma das pioneiras a utilizar blockchain para segurancga de
dados académicos. https://www.unochapeco.edu.br/noticias/uno-e-uma-das-
pioneiras-a-utilizar-blockchain-para-seguranca-de-dados-academicos

Van Aken, J. E. (2004). Management Research Based on the Paradigm of the Design
Sciences: The Quest for Field-Tested and Grounded Technological Rules. Jour-
nal of Management Studies, 41(2), 219-246. http://dx.doi.org/10.1111/j.1467-
6486.2004.00430.x

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 |e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.1080/07421222.2015.1099390
https://doi.org/10.3390/su12208525
http://www.scielo.org.co/scielo.php?pid=S1692-33242010000100009&script=sci_abstract
http://www.scielo.org.co/scielo.php?pid=S1692-33242010000100009&script=sci_abstract
https://doi.org/10.1002/hbe2.201
https://doi.org/10.1002/hbe2.201
https://doi.org/10.5281/zenodo.1124445
https://doi.org/10.1007/1-4020-8095-6_45
https://doi.org/10.48550/arXiv.1806.03693
https://doi.org/10.48550/arXiv.1806.03693
https://doi.org/10.1007/s11235-020-00699-1
https://doi.org/10.1007/s11235-020-00699-1
https://doi.org/10.2753/MIS0742-1222300306
https://doi.org/10.33844/ijol.2023.60389
https://www.unochapeco.edu.br/noticias/uno-e-uma-das-pioneiras-a-utilizar-blockchain-para-seguranca-de-dados-academicos
https://www.unochapeco.edu.br/noticias/uno-e-uma-das-pioneiras-a-utilizar-blockchain-para-seguranca-de-dados-academicos
http://dx.doi.org/10.1111/j.1467-6486.2004.00430.x
http://dx.doi.org/10.1111/j.1467-6486.2004.00430.x

Rafael Dalla Rosa et al. 23/24

Venable, J., Pries-Heje, ]J., & Baskerville, R. (2012). A comprehensive framework for
evaluation in design science research. In K. Peffers, M. Rothenberger, & B.
Kuechler (Eds.), Design science research in information systems. Advances in
theory and practice (Lecture Notes in Computer Science, Vol. 7286, DESRIST
2012). Springer. https://doi.org/10.1007/978-3-642-29863-9_31

Verschoore, J. R., Diniz, E., & Colomo-Palacios, R. (2021). Blockchain, cryptocurren-
cies, and distributed organizations. BAR - Brazilian Administration Review,
18(spe). https://doi.org/10.1590/1807-7692bar2021210109

Vial, G. (2019). Understanding digital transformation: A review and a research agen-
da. The Journal of Strategic Information Systems, 28(2), 118-144. https://doi.
0rg/10.1016/j.jsis.2019.01.003

Viriyasitavat, W.; & Hoonsopon, D. (2018). Blockchain characteristics and consensus
in modern business processes. Journal of Industrial Information Integration,
13, 32-39. https://doi.org/10.1016/.jii.2018.07.004

Von Leipzig, T., Gamp, M., Manz, D., Schottle, K., Ohlhausen, P., Oosthuizen, G., Palm,
D., & von Leipzig, K. (2017). Initialising customer-orientated digital trans-
formation in enterprises. Procedia Manufacturing, 8, 517-524. https://doi.
org/10.1016/j.promfg.2017.02.066

Walker, R., Voce, J., & Jenkins, M. (2016). Charting the development of technol-
ogy-enhanced learning developments across the UK higher education
sector: a longitudinal perspective (2001-2012). Interactive Learning Environ-
ments, 24(3), 438-455. https://doi.org/10.1080/10494820.2013.867888

Westerman, G., Bonnet, D., & McAfee, A. (2014). Digital transformation: a roadmap
for billion-dollar organizations. MIT Center for Digital Business, 1-68. https://
dixital.cec.es/wp-content/uploads/presentacions/presentacion08.pdf

White, G. R. T. (2017). Future applications of blockchain in business and manage-
ment: a Delphi study. Strategic Change, 26(5), 439-451. https://doi.org/10.1002/
jsc.2144

Yakovenko, I., Kulumbetova, L., Subbotina, I., Zhanibekova, G., & Bizhanova, K.
(2019). The blockchain technology as a catalyst for digital transformation of
education. International Journal of Mechanical Engineering and Technology,
10(1), 886-897. https:/[iaeme.com/MasterAdmin/Journal_uploads/I[JMET/VOL-
UME_10_ISSUE_1/IJMET_10_01_092.pdf

Zaoui, F., & Souissi, N. (2020). Roadmap for digital transformation: A literature
review. Procedia Computer Science, 175, 621-628. https://doi.org/10.1016/].
procs.2020.07.090

Zhu, K., Kraemer, K. L., & Xu, S. (2006). Innovation diffusion in global contexts: De-
terminants of post-adoption digital transformation of European companies.
European Journal of Information Systems, 15, 601-616. https://doi.org/10.1057/
palgrave.ejis.3000650

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 | e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.1007/978-3-642-29863-9_31
https://doi.org/10.1590/1807-7692bar2021210109
https://doi.org/10.1016/j.jsis.2019.01.003
https://doi.org/10.1016/j.jsis.2019.01.003
https://doi.org/10.1016/j.jii.2018.07.004
https://doi.org/10.1016/j.promfg.2017.02.066
https://doi.org/10.1016/j.promfg.2017.02.066
https://doi.org/10.1080/10494820.2013.867888
https://dixital.cec.es/wp-content/uploads/presentacions/presentacion08.pdf
https://dixital.cec.es/wp-content/uploads/presentacions/presentacion08.pdf
https://doi.org/10.1002/jsc.2144
https://doi.org/10.1002/jsc.2144
https://iaeme.com/MasterAdmin/Journal_uploads/IJMET/VOLUME_10_ISSUE_1/IJMET_10_01_092.pdf
https://iaeme.com/MasterAdmin/Journal_uploads/IJMET/VOLUME_10_ISSUE_1/IJMET_10_01_092.pdf
https://doi.org/10.1016/j.procs.2020.07.090
https://doi.org/10.1016/j.procs.2020.07.090
https://doi.org/10.1057/palgrave.ejis.3000650
https://doi.org/10.1057/palgrave.ejis.3000650

24/24 Digital transformation in higher education institution management: key aspects for blockchain adoption

Zimmermann, A., Schmidt, R., Bogner, J., & Jugel, D. (2018). Software evolution for
digital transformation. In Proceedings of the 13th International Conference on
Evaluation of Novel Approaches to Software Engineering (ENASE 2018) (pp.
205-212). https://doi.org/10.5220/0006815702050212

Revista Cuadernos Administracion | Vol. 41 | Issue 83 | Sep. - Dec.| 2025 |e20414309
https://doi.org/10.25100/cdea.v41i83.14309


https://doi.org/10.25100/cdea.v41i83.14309
https://doi.org/10.5220/0006815702050212

	_Hlk216167070
	_Hlk210054861
	_heading=h.n2sf8aq0c1jx
	_heading=h.30j0zll
	_heading=h.xfcyg84g4yz0
	_heading=h.o5wobffoghf7
	_heading=h.m8xcdzxn1wqe
	_heading=h.4zi60h4q50rw
	_heading=h.tyjcwt
	_heading=h.swvkhbsqyaj2
	_heading=h.gjdgxs
	https://doi.org/10.25100/cdea.v41i83.14309

